ABSTRACT Safe operation control systems are the most important aspect of medical device development apart from the machine's function itself. Due to the fact that machines are used on people, how people can protect themselves from intelligent/programmed automatic or semiautomatic operating systems is an unavoidable problem. The Massage Robot application is based on its medical potential, lightweight nature and underlying Internet of Things (IoT) device properties. Massage robots are currently going into development in clinical trials. Handheld system interruption equipment and the robot's physical characteristics can help people achieve harmless use. In this paper, we systematically test the safety of a massage robot in an entirely real-world setting. This paper focusses on safe control operations in order to keep exploring the most reasonable safe operating modes and interrupt modes for medical devices, as well as the security interrupt priority.
I. INTRODUCTION
According to technological development, new automation products are increasingly used in the medical field. The Medical Massage Robot's introduction into mainstream physiotherapy can keep physiotherapists free from repeating massage actions. Moreover, it makes the massage treatment quantifiable, measurable and effortless to record the resulting data for analysis. However, a medical machine must follow a range of safety standards for not only the hardware but also the software. More importantly, a medical product must withstand real-world experience testing to determine its actual safety performance before it can be used in an actual clinic. Whatever the design criteria are, if usage in medical healthcare is the end goal, the machine must operate safely. EMMA is a massage robot as shown in Figure 2 . The robot operates in an Internet of Things (IoT) environment collecting data for future analysis. This deepens the requirements for network security and patient privacy for the massage robot to function properly.
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Safety of the equipment for people is the most important requirement for basic equipment as well. The IEC 62304 international standard delineates software safety for medical devices -the software life cycle process is a standard that specifies life cycle requirements for the development of medical software and software within medical devices. It is harmonized by the European Union (EU) [1] and the United States (US) [2] and therefore can be used as a benchmark to comply with regulatory requirements from both of these markets. The standard spells out a risk-based decision model that indicates when the use of software of unknown pedigree or provenance (SOUP) is acceptable and defines testing requirements for SOUP to support a rationale on which such software should be used [3] .
The CE certification indicates conformity with health, safety, and environmental protection standards for products sold within the European Economic Area (EEA) [4] . Existing in its present form since 1985, the CE marking indicates that the manufacturer or importer claims compliance with the relevant EU legislation applicable to a product, regardless of the place of manufacture. By affixing the CE marking onto a product, a manufacturer effectively declares, at its sole responsibility, conformity with all of the legal requirements to achieve a CE marking, which allows free movement and sale of the product throughout the European Economic Area [5] .
The IoT (Internet of Things) is the network of devices: it uses the Internet, traditional telecommunications networks and other information carriers to enable all ordinary objects that can perform independent functions to realize interconnected networks [6] . The IoT can be viewed as a global infrastructure for the information society [7] , enabling advanced services by interconnecting (physical and virtual) things based on existing and evolving interoperable information and communication technologies (ICT). In the current technology background, IoT medical devices represent a future development direction [8] .
The EMMA Massage Robot is an IoT device that can help physiotherapists to conduct and optimize massage treatment for patients. It includes the mainframe, a robot arm, and a massage end-effector. It is designed with the complete safety standards of software and hardware, due to its design mission.This study used real-world clinical simulation tests to evaluate the safety of the EMMA Massage Robot with respect to both hardware and software; in particular, we focused on its handheld system interruption equipment module, which is held in the patient's hand to interrupt the robot action immediately in an emergency situation.
II. RELATED WORK
The EMMA Massage Robot is used as a therapy machine: as smart equipment, most of the time it works in fully automatic or semiautomatic mode, and therefore, this mode of work determines that the patient should have the highest priority to interrupt its operation during an emergency or just because the patient desires to do so. In this situation, the handheld system interruption equipment module is designed to be held in a patient's hand, and he/she can stop the machine from running with one button anytime the patient wants [9] . The wired connection is used for its more reliable stability than the wireless one. Besides, the robotic arm strength control, movement control and emergency button control can also ensure the safe operation of robotic treatment [10] , [11] .
A. MASSAGE FORCE CONTROL METHOD
High accuracy in position tracking and massage force control is required for the massage robot during the process of operation. According to the requirements of massage force control, and combined with the structural characteristics of the robot, the control method of massage force was studied in this section. When massaging, the end of the massage robot contacts with the skin surface of the human body [13] . In fact, the human skin and muscle system is a viscoelastic body, so it is necessary to solve the contradiction between the position servo of the end of the robot and the stiffness of the mechanical structure and the flexibility of the force, that is, the pliancy of the robot. The massage robot system studied in this paper was applied to the human body, and it had a high requirement for force control. In order to complete the FIGURE 1. The handheld system interruption equipment module integrated heat source control and mechanical finger force control unit, and a block of relevant code.
massage operation, the system must have the ability of this type of pliant control. Therefore, active pliant control was developed to achieve massage force control in the paper [14] .
In view of the characteristics of the active pliant control method, and considering that the control system of the massage robot of traditional Chinese medicine had high requirements for the accuracy of position and force input, the force/bit hybrid control strategy was applied in the paper, and the control modes included two types, namely, the position closed-loop mode based on massage trajectory, and the force closed-loop mode based on massage force. The specific methods are as follows:
Adopt position closed-loop mode: in the process of massage, for a certain position on the massage trajectory, the end reaches the target position through the position servo control algorithm; Switch to force closed-loop mode; calculate the position error as the input to the next position of the massage trajectory; Repeat the above steps until the simulation is completed.
B. MIXED CONTROL MODEL OF FINGER-RUBBING MANIPULATION FORCE/POSITION
Aiming at the commonly used finger-rubbing technique, the control model was established. The massage arm was regarded as a rigid body, and the mechanical system model was simplified into a three-degrees-of-freedom Cartesian coordinate model [15] [16] . The mechanical system model of the finger-rubbing method was established through the MATLAB/Simulink toolbox, and the control system model of the finger-rubbing method was established through the Simulink toolbox. First, a model of the lead screw drive position servo control system was established, which included a lead screw drive model, PID position controller, and massage force feedback signal collected by a pressure sensor installed on the massage hand [17] - [20] .
In addition, the spring damping system model was established.
Human skin and muscle tissue were simulated to obtain the contact force between the end of the massage hand and the human body. The spring damping system model was established as shown in the following formula:
where F(s) denotes the contact force between the end of the massage hand and the human body; x(s) is the position of the end of the massage hand; and K and B represent the stiffness coefficient and damping coefficient, respectively. The force feedback servo control system model based on the contact force model of the spring damping system was established by using the PI controller as the force controller [21] .
Combined with the lead screw drive position servo control system model, the force/position hybrid control model of three degrees of freedom for the finger-rubbing manipulation was finally established. The massage trajectory points included X, Y, and Z spatial coordinates and massage forces. The position and force on the trajectory were tracked [22] - [24] . After the end space position reached the target point, it was switched to force control mode. When the end reached the desired force, the force level tracking at the next point was carried out, and finally, the simulation of the control system was completed [15] , [25] .
According to the simulation results, the input and output trajectory of the finger-rubbing massage and the massage force of each point at the end of the robot could be obtained. The X-axis and Y-axis directions were position control, and the Z-axis direction was force-position hybrid control [26] . The position tracking error was less than 2.5 mm, and the massage force tracking error was less than 5% of the massage force, which met the design requirements.
C. KINEMATICS ANALYSIS OF THE MASSAGE ROBOT
The main task of the kinematics analysis of the massage robot is to analyze the forward and inverse kinematics solutions of the robot module constructed by the digital platform and the massage arm, with the center point of the massage head movement platform as the output point of the end of the massage robot [27] . The configuration was composed of three perpendicular prismatic joints and four revolute joints, and the D-H method was adopted in the paper.
The kinematics model was established, and the method to solve the forward and inverse kinematics solutions was given [28] . The general formula for connecting rod transformation is as follows:
The matrix of the fixed coordinate system {8} of the massage finger under the base coordinate system {0} could be obtained:
The configuration of the robot was composed of three coordinates and four rotation pairs, for which the characteristic was that the posture of the massage hand was completely realized by the following four rotations. In this way, the inverse kinematics solution of the robot could be obtained by using the method of pose separation. In this paper, the solidification method θ 4 was adopted to solveθ 5 , θ 6 and θ 7 by using the terminal attitude matrix. Next,θ 5 , θ 6 and θ 7 were used to solve 30T . After obtaining 30T , it was easy to solve
The configuration characteristics of the robot were that joints 5, 6 and 7 were perpendicular to each other. Therefore, in terms of attitude, the motion of joint 5 was equivalent to the rotation of the coordinate system {8} around-Y 8 ; the motion of joint 6 was equivalent to the rotation of the coordinate system {8} around X 8 ; the motion of joint 7 was equivalent to the rotation of the coordinate system {8} around Z 8 . It was known that If cos cosθ 6 = 0, each angle could be expressed as:
• , it was singular, and there was more than one solution.
From the above,θ 5 , θ 6 and θ 7 and the solidified θ 4 , 43T , 54T , 65T , 76T could be obtained. 87T was the invariant. Therefore,30T = 80T 33T −1 . At this point,
It was easy to derive that:
III. SYSTEM MODEL AND DESIGN GOALS
This work attempts to describe the EMMA Massage Robot's structural features, measure the physical characteristics, and test its specific functional performance under extreme conditions in order to ascertain the true functional performance situation.
The security design of the EMMA massage robot includes 6 main parts, meanwhile, the handheld system interruption equipment system has the first priority, and they are: 1) Handheld system interruption equipment system. Designed to stop the EMMA massage robot action in any situation with one button, and the handheld system integrated heating, which has three-level adjustments, along with intensity control.
2) Robot movement speed limit system. The movement of the robot is limited to a lower speed in order to maintain safety or leave people with enough time to react and operate it. More importantly, the movement of the robot is telecontrolled by the operator, instead of an autonomous intelligent movement solution.
3) Robot arm movement speed limit system. The robot arm movement unit can be controlled by both AI and operator telecontrol. Physical limits on the power of the device's capabilities are the main solution. 4) Robot arm forces limit system. With the same idea of robot arm movement power limitation, the forces of the robot arm, finger and pad are designed with a power limiting motor.
5) Underlying program security system. In the underlying program automated controls of mechanical transmission parts, the designed security system can ensure safety in case the software system loses function.
6) Emergency stop button basic system. The emergency stop button is the extent of the underlying program safety system, and it offers a marked big red button that is used to interrupt all actions of the massage robot, just like the function of the handheld interruption equipment button; however, the priority and logical levels of the actions are not the same inside of the EMMA hardware system, which is only used by the operator.
The speed limitation of both the robot movement and robot arm movement are in mechanical capability level, however, the precise motion control is in the software level. Taking security as the first starting point, limitation from machine movement level is more stable.
The EMMA massage robot also has an Uninterruptible Power Supply (UPS) system to prevent power supplement accidents as well. In extreme cases, the power supplement accident happens unexpectedly, the UPS will continue supply the robot running, meanwhile, the robot will stop the therapy at once and retract the robot arm back to the initial position, in order to make adequate space for the patient leaving out.
A. MASSAGE STRENGTH CONTROL EXPERIMENT 1) EXPERIMENTAL PRINCIPLES AND METHODS
The massage force is the force that the robot exerts on the surface of the person being massaged. According to the different massage techniques and massage positions, the massage strength has corresponding characteristics. In the common massage techniques, the fingers press, the palm kneads, and it vibrates and exerts additional massage force vertical to the massage surface. By contrast, the massage force of the rolling massage technique is the resultant force of a vertical massage surface and torque rolling along the massage surface. As for the holding technique, a pair of forces with the same size and opposite directions is applied to the massage object by placing the thumb opposite to other fingers. Therefore, the hand rubbing technique was used in the experiment to test the control accuracy of massage force.
An electronic scale with a resolution of 0.005 kg and a range of 20 kg was selected as the massage strength measurement equipment for the massage strength testing platform. The electronic scale was placed on the massage table to imitate the object being massaged. The massage robot applied the palm-rubbing technique with a given massage force. By using the electronic scale to measure the massage force, the massage force exerted by the robot was compared, and the control performance of the massage force was analyzed.
2) EXPERIMENTAL PROCESS
Place the electronic scale horizontally on the massage table mat; Move the end-effector of the massage robot directly above the electronic scale, and keep the bionic finger/palm perpendicular to the horizontal plane; Set the massage strength and execute the palm-rubbing movement; Record the experimental data; Repeat the force control experiment. Test seven groups of force data 10 times for each group, and calculate the average value. The third step in the experiment is to set up a constant massage force in the constant massage force control experiment.
In the control experiment of changing the massage force, the third step in the process of the experiment is to set a constant changing massage force within the range of 1∼4 kg. The power of the electronic scale and the control power of the massage robot were collected and recorded in real-time by using the acquisition card.
B. MASSAGE POSITION TRACKING ACCURACY EXPERIMENT 1) EXPERIMENTAL PRINCIPLES AND METHODS
The position of massage is one of the core factors affecting the curative effect of massage. The error of the robot tracking the massage position includes the identification and positioning error of the massage position, the conversion error between the robot space and the visual tracking space, and the motion error of the robot. In the paper, a motion platform was used to simulate the position and changes in different massage positions, and the recognition and tracking performance of the robot was tested.
The experimental platform consisted of a one-dimensional motion unit (including a one-dimensional motion platform, stepper motor driver and motion controller), binocular vision sensor, and target marker (fixedly connected with a onedimensional motion platform). The massage robot recognizes and follows the motion of target marker points. The onedimensional motion unit drives the target marker connected with it to move to a fixed position to simulate a massage position of the patient. After receiving the instruction, the robot recognizes the target marker and moves to the target marker point. The distance between the final position of the robot and the target marker point describes the accuracy of tracking the static massage position of the massage robot. When the one-dimensional motion element drives the fixed marker point to move, the robot tracks the moving trajectory of the target marker point in real-time. The real-time distance between the robot end position and the target marker point describes the accuracy of the massage robot tracking the dynamic massage position.
2) EXPERIMENTAL PROCESS
Experimental process for static position tracking of the massage position: Paste and fix the target marker on the onedimensional motion mechanism; Control the movement of the one-dimensional platform to any point in the field of view; Start the visual program of the massage robot to track the motion trajectory of marker points; the tracking program records the deviation value calculated by each sampling; Process the deviation data after tracking stabilization.
Experimental process for dynamic position tracking of the massage position: Paste and fix the target marker on the onedimensional motion mechanism; Control the movement of the one-dimensional platform to any point in the robot's field of view; Start the following program of the massage robot, follow the position of marker points, and wait for its stability; Control the one-dimensional movement platform to move back and forth at a speed of 15 mm/s; The tracking program records the deviation of each sampling in each tracking process in real-time (the sampling frequency is 15 Hz).
IV. THE PROPOSED TRUST ASSESSMENT FRAMEWORK, EXPERIMENT AND RESULTS ANALYSIS
The software and hardware safety test followed the international standard IEC 62304 and BG/BGIA risk assessment recommendations according to the machinery directive [28] - [31] with 8 hours uninterrupted operation and objective measurement.
A. DESCRIPTION OF THE EMMA ROBOTIC SYSTEM 1) MAINFRAME
The mainframe has an integrated robotic control system that includes the mechanical, electrical and software systems. The functions of the mainframe include the following: 1) it provides a screen interface that can assist physicians/users in accomplishing the setting of related programs; 2) users can use an external controller to control the motion of the robot, including conventional forward and backward movement as well as side to side and even rotation; and 3) it has a moving platform that can achieve rotational motion and up and down motion that can determine the spatial position of the robot arm.
2) ROBOT ARM
A commercially available robot arm (Universal Robots UR3/CB3) is utilized and integrated into the EMMA robotic system. The main functions of the robot arm include the following: 1) assist human body recognition and position identification before the massage procedure by positioning the camera to the required position; 2) execute massage motion according to the information from human body recognition; and 3) provide an emergency stop and retrieve function to ensure the safety of the patient.
3) MASSAGE END-EFFECTOR
The massage end-effector provides multiple massage manipulations to patients. It includes a finger massage manipulator, a palm massage manipulator, and a camera. Both the finger and the palm can achieve independent force control. In addition, there is a camera module that can capture and collect human body information and assist further massage manipulation. The general information about the function of the EMMA robot system is provided in Table 1 .
B. DESCRIPTION OF THE WORK TASK
Description of the operator's operations: The aim of the robot system is to minimize the operator's task, and thus, most of the treatment process has been automated. The operator must only select the region for the treatment process via the graphical user interface of the robot system, allowing the robot to plan out the course of the treatment. Once the planning is complete, the operator must initiate the treatment process, and the robot system will handle the rest. Description of the EMMA robot system's work activities: The robot system's main objective is to handle the treatment for the patient; once the operator has started the planning for the treatment process, the robot will plan the trajectories for the selected region. During the treatment, the robot arm will move the end-effector to the selected region and perform the massage operation depending on the type of treatment selected by the operator. Upon completion of the treatment, the robot arm will return to its rest position.
C. HAZARD IDENTIFICATION AND RISK ASSESSMENT IN MASSAGE OPERATIONS 1) DESCRIPTION
During the massage operation, physical contact between the robot system and an operator/patient can occur intentionally or unintentionally. The EMMA robot system is specifically designed for this particular type of operation. Risk reduction is achieved through inherently safe means in the robot and through a safety-related control system by keeping hazards associated with the robot system below threshold limit values that are determined during the risk assessment. A means to establish the threshold limits values are outlined in ISO/TS 15066-2016, Annex A. [32] 2) CONTACT SITUATIONS During the massage operation, contact events between the EMMA robot and body parts of the operator and patients come about in a number of ways: Intended contact between the massage end-effector and the patient; Incidental contact situations, which can be a consequence of not following working procedures, but without a technical failure; Failure modes that lead to contact situations.
Possible types of contact between moving parts of the robot system and areas on a person's body are categorized in the following manner, as shown in Fig. 4 .
Quasi-static contact: this includes intentional massage treatment in which a person's body is limited between the massage end-effector and the bed, as shown in Fig. 4(a) . In this situation, the robot would apply a pressure or force to the trapped body part for a time interval until the treatment is finished. Transient contact: as shown in Fig. 4(b) , this is also referred to as ''dynamic impact'' and describes a situation in which a person's body part is impacted by a moving part of the robot system and can recoil or retract from the robot without clamping or trapping the contacted body area, thus making for a short duration of the actual contact.
3) PASSIVE AND ACTIVE RISK REDUCTION MEASURES
TheEMMA robot system adopts both passive and active risk reduction measures to address quasi-static contact and transient contact. Passive safety design measures include the mechanical design of the robot system, whereas active safety design measures include the control design of the robot system. 
a: PASSIVE SAFETY DESIGN METHODS
Passive safety design methods include the following:
Robot system surface design, including rounded edges and corners and smooth surfaces; compliant surfaces of silicon cover in the massage tools of the end-effector; Energy absorbing unit within the force-control module of the massage end-effector.
b: ACTIVE SAFETY DESIGN METHODS
Active safety function from the robot arm: The robot arm is a commercially available robot arm (Universal Robots UR3/CB3) that has related certifications regarding the safety of collaborative operation. Maximum velocity of the robot arm: Through the program, we set the velocity limit of the robot arm to 0.62 m/s in the massage operation (maximum of 1 m/s). The maximum force of the robot arm: We have conducted an experiment to check the maximum external force the robot arm can withstand (generate). The detail of the experiment was included in paragraph 4. From the experiment, we can identify the maximum external force that the robot arm can withstand in the normal massage configuration and in the extreme configuration. Use of the safety-rated monitored stop function: UR3 has an emergency stop button embedded in the teaching pendant, which can stop the motion of the robot arm; UR3 has a safety-related control system which enables protective stoppage when it experiences external hazards.
Active safety function from the massage end-effector: Maximum velocity of the end-effector: The maximum velocity of the end-effector force control motion is set to be 50 mm/s. The maximum force of the end-effector: We have conducted force calibration of the massage end-effector in terms of both finger force control and palm force control. Paragraph 5 gives the details of the force calibration procedure, and the result shows the calibration results of both finger and palm force control modules. These data were utilized to establish the force control of the massage and safety-rated monitored stop function. Use of the safety-rated monitored stop function: The patient has a remote controller, which can increase and decrease force and emergently retrieve the endeffector and robot arm.
In addition, the end-effector contains an embedded encoder to monitor the contact speed and force sensor to monitor contact force during the massage operation.
D. TESTING OF THE MAXIMUM EXTERNAL FORCE THE ROBOT ARM CAN WITHSTAND
An experimental test was conducted to test the maximum external force the robot arm can withstand. The purpose of this experiment was to identify how much force the robot arm can apply to the human body. Generally, the capability of resisting external force is based on the position of the robot arm, without loss of generality, and two typical configurations of the robot arm are selected, including a normal working configuration and an extreme working configuration. These two configurations are shown in Fig. 5 . For each configuration, a push/pull scale was utilized to apply both push and pull force to the end-effector of the robot arm. Furthermore, a coordinate frame {O-xyz} is attached at the center of the end-effector, with the +z perpendicular to the end-effector plane, the +x axis along the intersection line of the endeffector plane and the robot arm plane, and the +y axis following the right-hand rule. Pulling force is applied along the +x, +y, and +z axes, and pushing force is vice versa (only the y-axis force was tested due to the symmetry of the robot arm configuration). In each case, we gradually increase the pushing/pulling force and record the value at which the robot arm appears to protectively stop. The testing result is presented in Table 2 . 
E. FORCE CALIBRATION OF THE MASSAGE END-EFFECTOR
Force calibration of the massage end-effector was conducted to establish the relationship between the force the endeffector applies to the environment and the voltage of the sensor embedded in the force-control module. The force calibrations of both the finger and palm module have been conducted, and Fig. 6 shows the calibration setup of the finger force control module. The calibration results were further recorded and presented in Fig. 6 . In particular, finger force up to 100 N and palm force up to 60 N were recorded. These values were utilized to conduct force feedback control of the massage end-effector as well as setup the safety function of the handheld device. Table 3 .
V. CONCLUSIONS, DISCUSSION, AND OUTLOOK
In this paper, according to a series of test research programs, we obtained the confirmation of Reliability and safety to the EMMA massage robot, by means of the realistic based test, the EMMA massage robot safety automatic control is effective; and the protection strategy and design measures had been implemented. In particular, it should be noted that the handheld system interruption equipment achieved the design goal, it achieved effective interruptions and protection during the testing. From a device design perspective, the EMMA massage robot is ready to conduct clinical trials for healthy volunteers.
This safety test and report is the first step for the EMMA Massage Robot, and its automatic diagnosis, which is based on data mining and brain-based networks, and therapy plan design are the next development directions. The brain-based model networks have gradually been considered more popular than deep learning networks after the year 2001 [33] , due to a large number of studies in the brain sciences that have shown that the human brain network is not a cascade structure [34] , [35] . Therefore, massage robot therapists with an independent judgment can be effective assistants to clinical doctors or therapists with much IoT repetitive work. However, all functions must follow the safe and harmless basic principle. In this study, all tested force, robot and robot arm movement, current intensity, etc., are within the human acceptable limits, which are far from dangerous edge values [20] , [36] , [37] .
The next phase will develop the functions of precise force quantitative treatment and precise pressure-controlled cupping therapy, all of which are based on the safety principles that have been tested, to prepare for further study and clinical trials. With the increase in the number of patients and the accumulation of data, brain-based networks and data mining will allow the EMMA Massage Robot to show the advantages of data integration capabilities [38] - [45] . Through treatment effect feedback by data input and sensor detection, it will become an experienced clinician, which no human clinician can match because of life and time limits.
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